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1.0 nFront Password Filter Overview

nFrontPassword Filteprovides a robust granular password policy system for Windaetise
Directory, member servers and workstms. You may use it tenforce one or more very
granular password policieS.he comprehensive policy settings allow you to increase network
security by preventing the use of weak and easily hacked passwBdligies can target users
that are organizd into groups or OUs.

1.1 Versions

nFront Password Filter can be installed on domain contraltefiter passwords for Active

Directory users. It may be installed on Windows servers (both member servers and standalone
servers) or dsktops (Windows X@Windows 10 to filter password changes for locally defined
users. In all cases 32 and 64 bit aténes are supported.

The same nFront Password Filter MSI package may be used on domain controllers, member
servers or desktopsTheGPO template determas how the software performs (i.e. filters AD
user passwords or passwords of local users on member servers or desktops).

There are 2 versions faWindows Active Directory user€ach version runs on domain
controllers and filters password changes for nssie the Active Directory:

A nFrontPassword FilteMPE (Multi-Policy Editio). The MPE version allows you to have
up to 6 different password policies in a single domain. Each policy can apply to one or
more global or universal security groupbhis isan ideal choice for those who want to
promote strong passwords but do not feel they can enforce very restrictive policies
across all user accountsFrontPassword FilteMPE can be used to apply reasonable
policies to most endisers and very restrictiveolicies against those higher privileged
accounts with acess to more secure information.

A nFrontPassword FilteSPHESingle Policy Editign The SPE version contains a single
granular password policy that will be applied to all domain users.

Client Suport. You can optionally deploy nFront Password Filter Client to domain workstations.

The client will provide password policy rules and more detailed reasons for password change

failure if the user attempts a necompliant password. The client also tilas option of

REYIlI YAOFIffte 3ILdAAY3I (KS auGNBy3adkK 2F GKS dzaSNRa
If you do not wish to deploy client software you may wish to consider owoadoroduct

nFront Web Password Change. It is a web application that provides password poligndules

detailed failure messages to the ender.

There are 2 versions for Member Servers. Each runs on a Member Server and filters password
changes for users defined in the local SAM database:

A nFrontPassword FilteSingle Policy Edition for Member SergelSPE for Member
Servers allows you to filter the passwords of local account®/maowsservers It may

Copyright © 208 nFront Security. All Rights Reserved.
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be used on servers that are joined to a domain or servers that are a part of a workgroup.
This may be a good solution on servers like databaseseor extranet servers where

you have many local accounts instead of the standard Administrator and guest account.
This version can be controlled via a GPO wisighushed to the server or via a local GPO.

A nFront Password FilteMultiple Policy Editio for Member ServersMPE for Member
Servers allows you to filter the passwords of local account®/maowsservers. It may
be used on servers that are joined to a domain or servers that are a part of a workgroup.
TheMPEversion supports up to 3 diffent password policies. The policies can target
one or more local groups. This version can be controlled via a GPO which is pushed to
the member server or via a local GPO.

There is 1 version for Desktop machinéstuns on a desktop (Windows XP, WingoVista,
Windows 7, Windows 8r Windows8.1) and filters password changes for users defined in the
local SAM database:

A nFrontPassword FilteDesktop Edition.This version filters the passwords of local
accounts on Windows desktops. While it is rardnave more than the standard buih
accounts on desktops, this version will ensure any local account is compliant with a
granular password policy. This version can be controlled via a GRDiwbiushed to
the workstation or via a local GPO.

1.2 Compatibility and System Requirements
The nFront Password Filter and nFront Password Filter Client are compatible with Huth 32
and 64bit versions of the following operating systems:
Windows Server 2016

Windows Server 2012 R2

Windows Server 2012

Windows D08 R2

Windows 2008

Windows 2003 R2

Windows 2003

Windows 10

Windows 8.1

Windows 8

Windows 7

Windows XP

> > > > > D> > D> D> D> D>

The software is supported on all server platforms from Windows 2003 through Servga201
well as all desktop platforms fno Windows XP through Wind®a1.Q

The nFront Password Expiration Service should be run on a Windows Server that is a member of
the domain or a domain controlleit is best to run it on a domain controller.

Copyright © 208 nFront Security. All Rights Reserved.
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13What 6s New

What is new in Version 6.2x
1 MPE version now supports up 10 different password policies (prior version supported

6 policies).

1 Windows 10 client now supports using a picture for the user on the logon screen. With
y2 LAOGdNBE aaA3dySR Al RAaLXlIeéa (GKS adzaSNI ai
wasa bug in the Windows 10 system and Microsoft had to provide us with code to work
around the bug.

1 Client eliminates the need for secondary authentication when you make a remote

desktop connection.

ADMX templates have been modified to eliminate leadingi@gpace for text boxes.

Added new registry settings to control the size and location of the password

requirements on the client.

1 The Stanford Password Requirements were moved to each individual policy (instead of

being applied to the Default Passwordlieg only in the MPE version).

You can now skip the dictionary based on password length within each individual policy.

All phrases for the rules and failure messages can now be directly modified by editing

the npflang.txt file.

1 Lengthbased aging settos now use a direct windows API call to manipulate group
membership (instead of triggering net.exe commands to add members to a group).
Synchronization of groups is skipped if you are not using lelbgsed aging settings.

1 Newer maintenance validation agthm added to accept maintenance codes beyond
the year 2020.

1 6.3.1bugfix- corrects an issue with the Stanford policy rules. In version 6.3.0 if you

enable the Stanford policy, the policy does not correctly consider the exclusion groups

and applies teveryone.

6.3.1 bugfix; corrected issue with display options for the client rules display.

6.3.1¢ expiration service updated to support larger custom html email with 16K buffer

size (compared to older 4K buffer size).

1 6.3.1bugfixg corrected issuedvith password change at logon with Windows 10

= =

= =4

)l
)l

What is new in Version 6.2x
1 Version 6.2.1 fixes a bug with exclusions from the Default Password Policy in version
6.2.0 of the MPE version.
1 Expiration Service was updated to support customization via patror html files
instead of copying a new email body into the GPO textbox.
ADMX templats are included.
dient was modified to better suport the release of Windows 10
Modifications for better performance and logging were added.
Code modified to logdministrative resets even if configured to bypass the filter for
admin resets.
Additional improvement to Windows 10 client.
Dictionary file modified to default to Unicode instead of ANSI.
Settings added to provide test email and configure nFront Passwaquidaion service
to send a test email.
9 Setting added to force the check of the dictionary even if other rules are not satisfied.

=A =4 =4 =9

= =4 =
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9 Setting added to force checking of the entire dictionary even if a match is found.

What is new in Version 6.12x
1 Support fo SAP rules in each policy was added. SAP rulesdodows:
o Do not allow passwords that start with exclamation or questions mark
o Do not allow 3 of the same character at the beginning of password
o Do not allow spaces in first 3 characters
0 First 3 charaers of password cannot appear in the username in the same order
1 Length-based password aging now possible You can configure the settings to allow
longer passwords to have a longer maximum password age and shorter passwords to
expire more frequently.
1 The password expiration email notification service was updated to allow sending of
warnings at 3 specific intervals instead of daily.
1 Rackspace compatibility rule addeNo more than 2 consecutive characters from full
name, username or display name

9 A feature to look for an exact dictionary match was added

1 The custom message used for email to the end users was modified to remove the
bYS&aal3aS FNRY @&2dz2NJ L¢ ! RYAYAAUdNr G2NE LIKNI &S

1 bugfixq client was modified to better support the release of Windows 10.

1 bugfix- client was updated to avoid a problem when a password expires and the

workstation is locked.
91 bugfix- client was rejecting passwords even though the filter was configured to skip
passwords longer than a specified length. This is now corrected.
Fora more detailed version history see the Appendix for Detailed Version History.

1.3 Notes to Evaluators

A Youneed adomaincontrollerto testnFrontPassword FilteMPE You can test nFront
Password Filter SPE or MPE for Member Servers on a standafuaeaea member
server that is part of a domain.

A What do you wish to achieve with this software? Define you test scenarios and
expectedoutput before you get started.

A Do you have a formal written password policy? If so, scan the group policy setfings.
you need assistance configuring the policies to enforce your written policy give us a call
at 404-348-4678

A Start simple and then progress until you have all of your policies defined. Once you
have a successful Default Policy, move to Policy 1, etc.

A Yau can use the command line and batch files to expedite your testing

Command line syntax to create 1,000 user accounts:

For /L %i IN (1,1,1000) DO net user test%1 valid_password
/add

Command line syntax to change a password:

Copyright © 208 nFront Security. All Rights Reserved.
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net user testl abc

Use Appadix A and B to help you with your policy design and to document the policies as you
test them. Also, make use of theotrbleshooting guide in Section(8

1.4 Overview of Features

nFrontPassword Filteincludesthe following policy settingsnFrontPassword FilteMPE has a
default policy and up tmine additional policies.nFrontPassword FilteMPE plicies can be
applied or excluded based on membership in global groups.

nFrontPassword Filteallows you to control the followinfpr each policy:

P O

oI D D I B D D D

T I 3> D D > D

Minimum number of characters in password.
Maximum number of characters in password.
**Maximum password age
**Email password expiration warnings users
***Reject a new password that matches the old password by more than X characters
***Reject a new passward that does not differ from an old password by X characters
Ensure passwords contain characters from a minimum number of the following four
categories: (1) numeric characters (2) upper case characters (3) lower case characters
(4) nonalphanumeric charders.
Minimum and maximum number of lower case characterg)(a
Minimum and maximum number of upper case characterZ)A
Minimum and maximum number of numeric characterj0
Minimum and maximum number of special (i.e. raiphanumeric) characters
Minimum and maximum number of alpha characters (@r AZ)
Minimum and maximum number of nealpha characters
Minimum and maximum number of spaces.
Redrict Special character set t®23or less specific special characters
Enforce SAP password rules
o Cannot starwith an exclamation or question mark.
o First three characters cannot all be the same.
o Cannot contain a space in the first 3 characters
o First 3 characters of password cannot appear in the same order in the username
Enforce Stanford password rules
o Passwordsvith 8-11 characters require lower, upper, numeric and special
characters.
o0 Passwords with 125 characters require lower, upper and numeric characters.
o Passwords with 189 characters require lower and upper characters.
o Passwords with 20 or more characteequire lower case characters
Reject passwords containing vowels (a,e,i,o,u and y in upper or lower case)
Reject passwords with consecutive identical characters (e.g. aa, bb, etc.)
Reject passwords with 3 consecutive identical characters (eagbhl, etc.)
Reject passwords with 3 consecutive identical characters from the same character set.
Reject norASCII charactersdi.foreign language characters)
Reject passwords that begin with a number.
Reject passwords that end with a number.

Copyright © 208 nFront Security. All Rights Reserved.
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A Reject passwomsithat being with a special character.

A Reject passwords that end with a special character.

A Force passwords to contain a number in a specific position.

A Force passwords to contairspeciakcharacter in a specific position.

A Reject passwords that do not coittiea special character with the first X characters.

A Reject passwords that contain the username.

A Reject passwords that contain apgrt2 ¥ G KS dzaSNRa FdAt yIYSo

A wSe2SOUl LI aasg2z2NRa GKIG O2y il Ay o 02yasSodziiagds
name.

A Rdgect passwords that contain words from a customizable dictionary.

A Reject passwords that contain words from a customizable dictionary and use character

substitution (example: p@$$wO0rd)
A Skip the dictionary check if the password is longer than a specifithleng
A ** Apply the plicy to multiple security groups or OUs. Nested groups are supported.
A ** Exclude multiplesecuritygroupsor OUsfrom the policy. Nested groups are
supported.
A ** Apply or exclude policy from users with n@xpiring passwords.

** Only applies to MPE version.
*** Only works if the password change is made via the nFront Password Filter client or nFront
Web Password Change.

1.4.1 The logic behind multiple policies (MPE version only)

nFrontPassword FilteMPE provides a default policy aBathers. By design the Default

Password Policy Configuration applies to all users unless you make exclusions based on group
and/or OU. With the other policies you must designate which group(s) and/or OU(s) you wish to
target. You can also make exctus of needed.

Policies are cumulative just like your file system permissions. If 2 polices apply to user the user
must meet the requirements of both policies. If one policy requires 8 characters and the other
requires 15 characters the most restriaiwill apply.

The application of password filtering policies works just like permissions within the file system.

You first decide who gets the policy. Then you decided if any users who will get the policy

aK2dzZ R 0S8 SEOf dzRSR @ timaybuhéed v Exbliidé &gkodip¥s wheh K S 2 y f &
YSYOSNAE 2F GKIG 3INRdAzLI I NB £t NBIF Ré Ay Of dZRSRd¢

You can make policies mutually exclusive but rarely is there a need to do so. In some cases, a
company must restrict password length to 12 characters for most ukergo legacy

application compatibility yet the company must also require 15 characters or more for
administrators. In such a case you can configure the Default Password Policy Configuration with
a maximum of 12 characters and exclude Domain Admins. yidhenonfigure Policy 1 to target
Domain Admins with a requirement of 15 characters or more.

Copyright © 208 nFront Security. All Rights Reserved.
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1.4.2 The Message Box for Rejected Passwords

LF¥ I dza SNDa LI @FioogtRabsRord\FitertihdiisiSmv geb tRe géneriindows
message box statg:

G, 2dzNJ LI aa62NR Ydzad oS 4G t€SlFad - OKIFNFOGSNAE
passwords. Please type a differen"g password. Type a password that meets these requirements
Ay 020K GSEG 02ESaodé

This message is generated by the msginardiiredential provideon each local client.

To present the user with a list of password policy rules and a better failure message, consider

deploying the optionahFrontPassword FilteClient tosome orall client workstations Please
reference Sectin 9 for more information.

1.5 Information about your Evaluation Copy.

The evaluation code is listed in the email you received after downloading the software.

The evaluation code unlocks the software until the expiration d#étgou have not purchased
and registered your copy ofFrontPassword Filteryou should be aware of the following:

A AFTER THE EXPIRATION DATE ALL PASSWORD CHANGES WILL NOT BE FILTERED.

A YOUCAN PURCHASHE PRODUCT AND ENTER THE REGISTRATION INFORMATION
WITHOUT REBOOTINE RECADING THE DLL.

f 2

THE EVALUATION VERSION IS FULL FEATURED AND 100% OPERATIONAL UNTIL THE EXPIRATION

DATE.

Copyright © 208 nFront Security. All Rights Reserved.
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1.6 List of files included with nFront Password Filter

Filename

Purpose

nFrontPassword Filtemsi

Installation file. Containppro.dll, ppro-eng.dl,
ADM templatss, dictionary file,group filter
service file, password policy service &ied
documentation.

nFront Password Filtes64.msi

x64 version of filter.

nFrontPassword Filte€lient.msi

Optional package for domain workstations.

nFront Passwal Filter Client x64.msi

x64 version of client.

nFrontPassword Expiration Service.msi

Service to handle different password aging
policies. To be installed on a single DC and
only applies if usingFrontPassword Filter
MPE.

nFront Password ExpiratioeiSice¢ x64.msi

x64 version of password expiration service.

nFrontPassword Filtebocumentation.pdf

This document.

admtemplates.zip

The ADM templates will be installed to the
windows inf folder when you install the nFror|
Password Filter package. Hewer, they are
provided separately in case you wish to setu
the GPO before deploying the MSI package.

admxtemplates.zip

These are provided for customers who wish
use ADMX templates instead of ADM
templates.

Copyright © 208 nFront Security. All Rights Reserved.
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2.0 Installing nFront Password Filter

Please note there are not different MSI packages for domain controllers, ereseibversand
desktops. You will install the 3£t or 64-bit MSI package on the target domain controllers,
member servers or workstations. Then you will load the correct @Pthéd version you wish to
control. It is the GPO template that determines how the filter engine behaves and the type of
operating system on which it will run.

The instructions in this document will focus on installing nFront Password Filter MPErfaindo
controllers. Where appropriate, instructions are given for other versions and operating systems.

2.1 Deployment Overview

Belowis a graphic overview of the deployment proce$se remaining portion of this section
will give detail of the installadin and section 3 will cover the configuration options.

Domain Controller Install 32-bit or 64-bit nFront Password Filter
Member Server MSI package.
or
Desktop
 { Create GPO in Active Directory
g‘ﬁi 1 Load the correct template for the version you
= wish to control.

1 Configure the password policy rules.

1 Link to Domain Controllers OU to filter
passwords for AD users.

1 Link to an OU with member servers or

workstations to filter passwords for local users.

2.2 Optionally disable Windows password complexity

You do not have to disable the Windows password complexity requirement. Howfeyeu, i
nFrontPassword Filtesettings will be less restrictive than the Microsoft complexity rules) y
shoulddisablethe Windows password complexity rule

1. Start + Programs + Administrative ToolBemainSecurity Policy $ecurity Settings +
Account Policies + Password Policy

2. Disabf L2t A0& F2NJ atl adag2NRa Ydzad 21354 O2 YL} SEA

Copyright © 208 nFront Security. All Rights Reserved.
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= Group Policy Management Editor =[O -
File Action View Help
o5 21E XE =
|=[ Default Domain Policy [DC120.LAB12.NFRON ~ || Policy “ Policy Setting
4 4 Computer Configuration 1% Enforce password history 12 passwords remembered
a [ Policies — || 22 Maximum password age 180 days
B J Software Settings ~ | [ Minimum password age 1 days
4 [ Windnws Settings 1) Minimum password length 8 characters
= seripts (Startup/Shutdown) 1] Store passwords using reversible encryption Disabled
4 —h Security Settings
4 ELE.' Account Policies
__:fa Password Policy
[ _:fé] Account Lockout Policy
[ _:fé] Kerberos Policy
[ f..:EI Local Policies -
< m - > < 1] >

Figure2.2.1: Disabling Microsoft password complexity check

2.3 Run nFront Password Filter Installer

Doulde-click thenFrontPassword FilteMSI file torun the installation wizardBe sure to run the

x64 version if you are installing on an x64 serwéou will see thacreens displayed in figures
2.3.1 through 2.3.

i3 nFront Password Filter x64 6.1.0 Setup -

Welcome to the nFront
Password Filter x64 6.1.0
Setup Wizard

The Setup Wizard will install nFront Password Filter x64 6.1.0
on your computer, Click "Mext” to continue or "Cancel” to
exit the Setup Wizard.

< Back Mext = | | Cancel

Figure 2.31: Installation screenl.

Copyright © 208 nFront Security. All Rights Reserved.



nFront Passwordilfer Documentation

End-User License Agreement

Flease read the following license agreement carefully

SOFTWARE LICENSE AGREEMENT

THIS SOFTWARE LICENSE AGREEMENT (the
“Agreement”) entered into by and between Altus Network Solutions,
Inc., a Georgia corporation (the “Licensor™), and the undersigned
customer (the “Licensee™) determines the rights and licenses granted
to the Licensee in the Licensed Software (hereinafter defined)
supplied by the Licensor hereunder.

(®) I accept the terms in the License Agreement
() I do not accept the terms in the License Agreement

Advanced Installer

Figure 23.2: Installation screen 2.

Ready to Install
The Setup Wizard is ready to begin the nFront Password Filter x64 6. 1.0 installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, didk "Back”. Click "Cancel” to exit the wizard.

Advanced Installer

Copyright © 208 nFront Security. All Rights Reserved.
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Figue 2.33: Installation screen 3.

Installing nFront Password Filter x64 6.1.0

Please wait while the Setup Wizard installs nFront Password Filter x564 6.1.0. This
may take several minutes,

Status: Starting services

Advanced Installer

Figure 23.4: Installation screen 4.

Copyright © 208 nFront Security. All Rights Reserved.
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) nFront Password Filter x64 6.1.0 Setup -

Completing the nFront
Password Filter x64 6.1.0
Setup Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

Figure 23.5: Installation screen 5.

i Installer Information -

You must restart your system for the configuration
changes made to nFront Password Filter x64 6.1.0 to
take effect. Click “fes™ to restart now or "Mo™ if you plan
to manually restart later,

Figure 23.6: Installation screen 6.

Youmust restartfor the operating system to load the password filter Bah boot. You can say
No tothe optional restart and reboot at a later time.

2.4 Decide to use ADM or ADMX templates

With release version 6.2.0 we have included ADMX templates along with ADM templates. You
will find both in the downloaded zip file that contains the MSI packa@®syou now have 2
options for loading templates:
1. You can copy the correct ADMX template to the Central Store so it is available for
any GPO created.
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2. You can load the ADM template after you create the GPO to configure the nFront
software.

2.5 Load the correct ADMX template

IMPORTANT NOTE: If you plan to use the ADM templates please skip to section
2.6.

In the nfrontpasswordfilter.zip download package you will find a zipped collection of the ADMX
templates in a file called adtemplates.zip. The zifile will extract to the following template
structure.

Marne - Date modified Type

L. en-Us 9/7/2016 5:14 PM File folder
|| nfront-password-filtter-de.admzx Q772016 314 PM ADMX File
|| nfront-password-filter-mpe.admx 8/7/2018 5:14 PM ADMX File
| nfront-password-filter-mpe-member-server.admz 0/7/2016 5:14 PM ADMX File
| nfront-password-filter-spe.admzx Q72016 314 PM ADMX File
|| nfront-password-filter-spe-member-server.admzx 9772018 5:14 PM ADMX File

Figure 2.5.1 : List of ADMX templates

We include templatefor all editionsof our software but likely you only need one of the
templates. The table below shows each template file and its cporeding edition. Most likely
you are looking for the single or multiple policy edition for domain controllers to filter
passwords for Active Directory user accounts. If you will also run the product on member
servers or desktops you will need a templé&tethe member servers and one for the desktops.

nfront-passwordfilter-mpe.admx nFront Password Filter Multiple Policy
Editionfor Domain Controllers
nfront-passwordfilter-spe.admx nFront Password Filte3ingle Policy

Editionfor Domain Controllers
nfront-passwordfilter-spememberserver.admx| nFront Password Filte3ingle Policy
Editionfor Member Servers

nfront-passwordfilter-mpe-member nFront Password FiltéMultiple Policy
server.admx Editionfor Member Servers
nfront-passwordfilter-de.adm nFront Password Filter Desktop Edition

If you have not setup a central store you can do so easily by simply copying the
C\Windows PolicyDefinitions folder to BA/indows SysvdlSysvdl<domain
namexPolicies on a DC.
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If you have the catral store setup, copy and paste the correct ADMX template file into the
PolicyDefinitions folder in the central store. Also copy the corresponding ADML file from-the en
US folder to the PolicyDefinitioren-US folder in the central store.

If you have BMC open you will need to close it and open it again for it to refresh and pull
definitions from the central store.

2.6 Create a GPO via GPMC

You will use a single GPO to control the nFront software. If you are filtering passwords for
Active Directoryusers the GPO will be linked to the Domain Controllers container. If you are
using nFront to filter passwords on member servers or workstations you will link the GPO to the
OU or OUs containing the target member servers or workstations.

If you are runing Windows 2003 you may have to load GPMC separately. It is included with
Windows 2008 and later. CliStart + Run + GPMC.MSC + expand the domain until you see the
Domain Controllers containef rightOf A O] Greate § GPOM(this@omain, anaklit
KSNBEX¢ o

& File Action View Window Help

IS EIR EER T

|5 Group Policy Management Domain Controllers
A ﬁt Forest: lab12.nfrontlabs.local Linked Group Policy Object
4 (54 Domains
4 Z3 lab12.nfrontlabs.local Link Drder
i Default Domain Policy = 1
A |?|__=] Domain Controlle— — - —
Eﬂ Default Doma Create a GPO in this dormain, and Link it here...
I 2] Member Servers Link an Existing GPOC...
b (=] TEST Block Inheritance

[+ @ Group Policy Obje
b [ WMI Filters
b ':E Starter GPOs Group Policy Modeling Wizard...

Group Policy Update...

Figure 2.61: Creating a newsPOfor nFront Password Filter.

Give the GPO a clever name
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MName:
|r1Fmrrt Password Fitter

Source Starter GPO:
| {none)

Figure 26.2: Naming the new GPO

The new GPO will appear on the right pane. Raljiock and select Edit.

‘,__ﬂ Group Policy Management
A ﬁ Forest: lab12.nfrontlabs.local
A E Domains
4 ';'gi lak12.nfrontlabs.ocal
IfET Default Domain Policy
4 [2] Domain Contrellers
= Default Domain Contrallers Policy
|E_=FI nFront Password Filter.
B (2] Member Servers Edit...
p 5] TEST Enforced

Figure 2.63: Edit the new GPO

IMPORTANT NOTE: The GPO should always be linked to the Domain Controllers
OU (unless you are filtering local passwords on member servers or desktops)

and you should never edit the permissions on the GPO. To target specific
groups or OUs you will specify th e group name and/or OU path at the bottom of
each policy. Each DC must have permissions to read the GPO to add the
configuration data to the local registry.

If you have loaded the ADMX template it will appear automatically in the new GPO. If you plan
to use ADM temlates please skip ahead to 2.6.lh the new GPO, you will navigate to

Computer Configuration + Policies + Administrative Templates + nFront Password Filter
<edition> to configure the settings. Below is a screen clipping showing the rifassivord

Filter MPE settings that appear.
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File Action View Help
LA NEN ol ¢

nFront Password Filter [DC120.LABT12.NFRONTLABS.LOCAL] Policy
i Computer Configuration
4 || Policies
I || Software Settings
b Windows Settings
4 [ Administrative Templates: Policy definitions (ADMX files) retrieved from the central store,
B[] Contrel Panel
B0 Network
|ﬁ nFront Password Filter - MF’E|

N

Figure 26.4: Edit the new GPO

Skip ahead to section 2.7 to optionally customize the dictionary file and continue with the
configuration.

2.6.1 Load the correct ADM template

In the Group PoliciManagementditor, drill down to Computer Configuration + Policies +
Administrative Templates. Rigblick Administrative Templates and choose Add/Remove
Templates. The Add/Remove Templates dialog box will appear.

File Action View Help

e« rE = HE T

=| nFront Password Filter [DC120,.LAB12.MFROMNTLA,
4 il Computer Configuration
4 || Policies
B[] Software Settings
b Windows Settings
4| Administrative Temy=letesDolin. ot
b || Control Panel | Add/Remove Templates...
B Metwork |Filter On

Figure 2.61.A: Add ADM template to nFront Passwad Filter policy

Select an iterr

Click theAdd button.
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Cument Policy Templates:

MName Size  Modffied

Add... | | Remowve

Figure 26.1.B: Add/Remove Templates dialog box

When you installed the nFront Password Filter.MSI package the installed copied templates for
all editions of the software to the windowisf folder. It is impori&ant you select the correct
template for the edition you wish to configurén domain controllers you will loadFront
PassworeFilte-mpe.admor nFrontPassworeFilter-spe.admdepending on whether you want
multiple policies or a single policy.

Here isa listing of each template the corresponding edition. Each templates uses a different
registry target location.

nFrontPassworeFiltermpe.adm nFront Password Filter Multiple Policy
Edition for Domain Controllers
nFrontPassworeFilter-spe.adm nFront Password Filter Single Policy

Edition for Domain Controllers
nFrontPassworeFilterrspememberserver.adm | nFront Password Filter Single Policy
Edition for Member Servers
nFrontPassworeriltermpe-memberserver.adm | nFront Password Filtéviultiple Policy
Edition for Member Servers
nFrontPassworegrilter-de.adm nFront Password Filter Desktop Edition

Select the correct template for ghversion you wish to install and click ®©@enbutton.
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T |j.'| b ThisPC » Local Disk (C:) » Windows » Inf b v c,| | Search Inf

Organize MNew folder B= - m @

ﬁ Favorites L~ MName Date modified Type
Bl Desktop | TermService 8/22/2013 %05 AM  File folder
Li_ Downloads . usbhub 8/22/2013 &:46 AM File folder
&l Recent places W3SV 3/13/201412:45PM  File folder
. Windows Workflow Foundation 3.0.0.0 11/25/2014 33 PM File folder
18 This PC . Windows Workflow Foundation 4.0.0.0 8/22/2013 8:39 AM File folder
| Desktop | WmiApRpl 10/30/2015 %11 PM  File folder
I_E| Documents .3 nFront-Password-Filter-client-options.adm 1/6/2015 &:26 AM ADM File
j Downloads .3 nFront-Password-Filter-de.adm 3/14/2015 519 PM ADM File
j Music | .@ nFront-Password-Filter-mpe.adm 10/7/2015 6:39 PM ADM File
Lﬁ Pictures .3 nFront-Password-Filker-mpe-member-server.adm 3/14/2015 3:19 PM ADM File
j Videos .3 nFront-Password-Filter-spe.adm 8/19/2015311:21 PM  ADM File
i Local Disk (C:) | nFront-Password-Filter-spe-member-server.adm 3/14/2015 519 PM  ADM File
[« m [

File name: |nFront—Password—Fih:er—mpe.adm v| | Policy Templates

Figure 2.61.C Select the correct template

Click orCloseto complete the addition of théemplated ,2dz aK2dzZ R y2¢ aSsSs
Password Filtecat 9¢ F2f RSNJ dzy RSNJ / £ | FADMO ! RYAY A &G NJ @
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File Action View Help
G REY 4
=/ nFront - v 6.2.4 [DC120.LAB12.NFROMTLABS.LOCA | Setting State
4 & Computer Configuration |i] Default Password Policy Configuration Enabled
4 [ Policies |i] Password Policy 1 Configuration Mot configured
F .:I Software Settings |i=| Password Policy 2 Configuration Mot cenfigured
b ':I Wmdlo?vs Se#mgs . || izl Passwerd Policy 2 Configuration Mot configured
«H ﬁ\.:dmlnlstratwe Templates: Policy defini |i=| Password Policy 4 Configuration Mot configured
b ':‘ ;ontrolkpanel |i=| Password Policy 3 Configuration Mot configured
b '_—tl stwor . |i=| Password Policy & Configuration Mot configured
| nFront Password Filter - MPE — . . . .
7 Printers \i=| Password Policy 7 Configuration Mot configured
B Server \i=| Password Policy & Configuration Mot configured
[ Start Menu and Taskbar \i=| Password Policy @ Configuration Mot configured
b ] System \i=] General Configuration Enabled
b [ Windows Components |i=| Password Expiration Settings Mot configured
4 [ Classic Administrative Templates (4| =] Password Length-Based Aging Mot configured
| nFront Password Filter - MPE || nFront Password Filter Client Mot configured
__':_‘ All Settings \i=] Compliance Settings Mot configured
b [ | Preferences |i=| Registration Enabled
b 4% User Configuration

Figure 2.6L.D: Add/Remove Templates dialog box
NOTE: BECAUSE OF REPLICATIOGNYL®WEED TO LOAD THE ADM TEMPLATE ON ONE
DOMAIN CONTROLLER

2.7 Customize the dictionary.txt file (optional)

Perform this step only if you plan to use the dictionary checking feature and need to customize
the dictionary.txt file.

The installer copies thsupplied dictionary.txt file tthe %systemroot¥system32 directory on
each domain controllernFrontPassword Filteuses this directory as the default location.

You can edit the file using Notepad or any text editor. The geodictionary.txt fileis in a
Unicodeformat. However, we support ANSI, Ud Bnd Unicode formats. Most dictionary files
found on the internet will be Unicode. Once you customize the dictionary file you will need to
copy it to ciwindows system32 on all other domain contlets. You may find it helpful to write
a simple xcopy batch file to do this.

You can configure the General Configuration setting the GPO to have nFront Password Filter
read the GPO from the netlogon share. This will allow you to edit the file on@man® not
worry with synchronizing the changes among DCs.

Opticns:

[ ] Turn on debugging

[] Read dictionary.txt from Metlogon share.
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Figure2.7.1: General Configuration settings

If using the dictionary.txt from the Netlogon share, you simply modify the file directly from the
Netlogon share. Once saved, the file will beliegted among all domain controllers.

2.8 Optionally force immediate update of the group policy

Group policies update every 90 minutes plus or minus a 30 minute random offset for clients.
The Domain Controller policies replicate eveitp 35minutes. 1you cannot wait five minutes
or you are testing in a lab environment and need immediate replication, open a command
window and type:

gpupdate /force

This will have the effect of immediately propagating our new policy settings throughout the
domain.

2.9 Optionally deploy the nFront Password Filter Password Expiration Service
(MPE Only)

The nFront Password Filter MPE GPO exposes settings related to password expiration and
enforcing differing maximum password agdsach policy can have a maximum passvewge

and you can optionally email users a warning of the upcoming expiration (Figure 2.8.1).
However,you must install the nFront Password Filter Service to enforce the settings

Pelicy Mame:  |Policy 1 —

Maximum password age (in days): IlEﬂ ﬂ

v Ernail Motification of Password Expiraticn

Minimum passwerd length (in characters): IU

k| L

Maximum passwerd length (in characters): IEE

™ Reject similar passwords,

Max matching char in cld and new password: IEI j

Min different char in cld and new password: IU :I

Figure 2.8.1: nFront Password FilteMax password age settings

The nlfFont Password Expiration Service can only be used when you deploy the MPE version of
the nFront Password Filter on domain controllers. The service can:

1 Enforce different maximum password age settings for each password philicyur
password is beyonche maximum password age you are required to change your
password at next logon.

1 Email users with upcoming password expirations (i.e. within the warning interval)
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91 Notify users with upcoming password expirations at logon (only if you run our client
softwareon the client workstation)

1 Email administrators a report of upcoming password expirations.

IMPORTANT NOTE: Any age setvia  nFront Password Filter  will be ignored if the
age is greater than that of your Domain Security Policy (i.e. Password Policy

settings in Default Domain Policy GPO). So if your domain policy expires

passwords every 60 days, any nFront Password Filter  policy with aging set to
more than 60 days will be ignored.

2.9.1 Installation of nFront Password Expiration Service

Install the 32bitor646 A & DSNBAZ2Y 2F (KS GYyCNRYyd tlFaagz2NR CA
{ SNBAOSda{Le¢ 2y | aAy3atS R2YIAYy O2yiGNRff SN .
upon installation and the startup mode will be set to Manual. You can optionallylitrstal

service on additional domain controllers for fault tolerance.

See section 3.6 for information on configuring the servite/ G KS &a32 f A0Sé¢ RIGS al
service and change the startup mode to Automatic. As soon as the service starts itdvill rea

G§KNRdZAK (GKS yCNRBY(d tlaag2NR CAfGISNI LRtAOASE | YyR
password age is over the limit set in nFront Password Fifeen for large networks the service

typically completes the tasks in one or two seconds.
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3.0 Configuring nFront Password Filter

nFrontPassword FilteMPE is used as an example in this sectigfront Password Filter SBRE
configured in the same way but only has one password policy for all domain users. nFront
Password Filter MPE for Member Sesveffers the same settings except it only has 3 password
policies and the policies target local groups (instead of domain groups and OUs). nFront
Password Filter SPE for Member Servers and nFront Password Filter Desktop Edition offer a
single password pily.

IMPORTANT NOTE: You should reference Appendices A and B for help with
designing your password policy.

IMPORTANT NOTE: The desktop and member server products can be configured
via the local Group Policy Editor (Start + Run + gpedit.msc) orviaa GPOinthe
AD.

Pre-Configuration Considerations
A Do you have a formal written password policy that has been distributed teusads?
A What are your overaljoals with password filtering?
A What is your current written password policy?

3.1 Navigate to nFront Password Filter settings (via local or AD GPO)

Use GPMC (Windows 2Q08erver 201Por ADUC (Windows 2003) or the local GPO editor
(gpmc.msc) to open the GPO with the nFront settings.

File Action View Help
e 2nE = E= T
=/ nFront - v 6.2.4 [DC120.LAB12.NFRONTLABS.LOCA|| Setting State
4 (i Computer Configuration \iz| Default Password Pelicy Configuration Enabled
4 [ Policies =] Password Policy 1 Configuration Mot cenfigured
e ._;—:I Software Settings \i=| Password Policy 2 Configuration Mot cenfigured
F I:‘ Wind.mt-\ts S'E.tti”gs . || ] Password Policy 3 Canfiguration Mot configured
a [ Afim|n|strat|ve Templates: Policy definif || Password Policy 4 Configuration Mot configured
b ‘_—7 Control Panel \i=| Password Policy 5 Configuration Mot configured
b ':I Network . =] Password Policy & Configuration Mot configured
g E:;T:r:spasmord Filter - MPE \i=] Password Policy 7 Configuration Mot configured
B Server =] Password Policy 8 Configuration Mot configured
[ Start Menu and Taskbar 2| Password Policy 9 Cenfiguration Mot configured
b [ System 2| General Configuration Enabled
b [ Windows Components =] Password Expiration Settings Mot configured
4 [ Classic Administrative Templates (4 =] Password Length-Based Aging Mot configured
| nFront Password Filter - MPE |i=| nFront Password Filter Client Mot cenfigured
‘:_. All Settings =] Compliance Settings Mot configured
p [ Preferences \i=| Registration Enabled
b %, User Configuration
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Figure 3.1.1nFrontPassword Filteg Multi-Policy Edition Settings

3.2 Configure Registration Settings

Doubleclickthe Registration policy. Enable the policy and enter your registration code (if you
purchase the product) or the evaluation registration code (received via email after downlidad).
you have purchasede product you also must enter an annual maintenance code.

[E] Registration Previous Setting | | Next Setting

O Not Configured Comment:
@® Enabled

() Disabled

Supported on:

Opticns: Help:

Registration Code Please register this software with your registration and maintenance
cede given at time of purchase or the evaluation registration and
|Eva|uation maintenance code emailed to you after your downlead, You do not
have to reboot to apply the new registration or maintenance code.

Annual Maintenance Code

Please send emailto licensing@nFrontSecurity.com if you have lost
|G&2LC—GSS?.H-G&TMG-EOP?J your registration code.

Figure 3.2.1nFrontPassword FilteMPE Registration Policy.

3.3 Configure General Configuration Settings

When you are testingFrontPassword Filteat 9 ¢S &dz33Said @& 2 dpovériydzNy 2y 5
your configuration, see why certain passwords fail, etc. When debugging is turneBront

Password Filtewill generate a file calledfront-passwordfilter-debug.txtin the
%systemroot¥system32logfilesdirectory. This file is overwrittewith each password change

so it does not keep a running history. The file contains information onryéantPassword

Filtersettings, the proposed password and why that password failed. This debug file can also be

used to verify that you have propeniggistered the product with the correct registration code.
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Previous Setting | | Next Setting

) Mot Configured Comment:

(® Enakled
O Disabled

Supported on:

Supported on Windows 2003 and above

Opticns:

Help:

[#] Turn en dekugging

[w] Read dicticnary txt from Metlogon share,

Skip dictionary check if password longer than

[] Bypass Password Filtering (Do not reject any passwords)
[] Allow administrative password resets to bypass filter

[[] Log Administrative password resets

Group Filter Service interval (in seconds):

[] Inspect USM to optimize Group Filter Service

Bypass filtering for passwords longer than

This policy contains general settings that apply globally.

Turn on debugging to generate a debug file (\system32\logfiles
front-password-filter-debug.tet) for each password change, The
file everwrites with each password change,

If using dictionary checking we suggest you customize the
dictionary.txt file and read it from the Metlogon share to ensure
consistency among domain controllers,

Skipping the dictionary for long passwords allows you to better
support passphrases,

**Use the Bypass Password Filtering to skip all nFront Password
Filtering. This is helpful if you have to temporarily disable nFront
Password Filter. This may be needed when upgrading software
that automates password changes using a password that will not
meet your requirments.

Figure 3.3.1nFrontPassword FilteMPE General Configuration Policy.

Policy

Description

Turn on Debugging

Generates a file called nfroqiasswordfilter-
debug.txt in the %systemroot®ysem32 logfiles
directory. The file is overwritten with each
password change. The file contains information
on your group policy settings as well as the
proposed password change, username, full nar
registration information, etc.

Read dictionary.txt froniNetlogon
share.

Default Value: O

This setting affects the dictionary checking whic
must be enabled via one of the Password Policy|
Configurations. By default, nFront Password Fil
MPE looks for a file called dictionary.txt in the
%systemrootXsystem32logfiles directory on
each local domain controller. Some customers
find the manually copying of the dictionary file tq
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each DC to be too cumbersome. Thus, you can
check this box to have nFront Password Filter M
look for dictionary.txt in the local Nketgon share.

Bypass password filtering (do not|
reject any passwords)

This setting can be used to temporarily bypass
filtering. This setting can be used to skip all
password filtering by nFront in case of a softwar
conflict or vendor issue.

Allow passwrd resets to bypass
the filter

This allows administrative staff to assign weake
passwords when resetting an enizd S NI a
password.

Log Administrative password
resets.

Logs date/time and userid to
%systemroot¥system32logfiles nfront-
passwordresets.txt fle.

Inspect USN to optimize Group
Filter Service

This feature only works on policies that target
groups and will not work if OU paths are targete
by the policy. If checked this option will force th
inspection of the USN (update sequence numbe
for the group object and if the number has not
changed the nFront Group Filter service will not
retrieve a new list of all group members. If the
group is modified in any way the service will
retrieve a new list of members.

Bypass filtering for passwords
longer than XX characters

Default Value: 100

This feature is primarily for Exchange 2013.
Exchange 2013 automatically changes passwor
on system health mailboxes and sets a 128
character password. On some networks this
causes a problem based on the polgie
implemented. You can add any value smaller th
128 here to skip password filtering for the
Exchange password changes.
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3.4 Compliance Settings

In release 5.4.0 a Compliance Settings section was added to the group policy settings. You can

30

enable ths policy and check any of the compliance settings to implement the compliance
requirement. These settings apply to all users on the network and are the equivalent of
enabling the DefaulPasswordPolicyConfiguratiorand applying theéndividual requiremats

within that policy. In version 6.3.0 the Stanford Password Policy requirements were moved to

each individual policy.

[5] Compliance Settings

Previous Setting | | Next Setting

® Not Configured Comment:
O Enabled
) Disabled

Supported on:

Supported on Windows 2003 and above

Opticns: Help:

[ ] Enforce Payment Card Industry (PCl) Compliance One step settings to ensure compliance requirements.

Enforce Critical Infrastructure Protection (CIP) Settings enabled here apply to the Default Password Policy Configuration and affect all
Compliance users unless groups or OUs are excluded from that policy.

Stanford settings have been moved to individual policies, PCI Compliant Password Policy:
Passwords must be at least 7 characters,
Passwords must contain alpha and numeric characters.

MNERC/FERC CIP Complaint Password Policy:
Passwords must be at least & characters,
Passwords must contain alpha, numeric and special characters.

Stanford Password Policy:
Passwords with 8-11 characters require lower, upper, numeric and special characters.
Passwords with 12-15 characters require lower, upper and numeric characters,
Passwords with 16-19 characters require lower and upper characters.
Passwords with 20 or more characters require lower case characters

£

| 0K || Cancel || Apply |

Figure 3.4.1: nFront Password Filter Compliance Settings Policy.

Policy Description

Compliarce

il
il

il

Enforce Payment Card Industry (PG Default Value: O

Check this box to enforce the following settings for a
users (except any you may have excluded on the
default policy).

Passwords must contain at least 7 characters
Password mustontain at least 1 alpha
character.

Password must contain at least 1 numeric
character.
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* This setting only present in MPE
version.

Enforce Critical Infrastructure
Protection (CIP) compliance.

* This setting only present in MPE
version

Default Value: 0

Check this box to enforce the folling settings for all
users (except any you may have excluded on the
default policy).

il
1

Passwords must contain at least 6 characterg
Password must contain at least 1 alpha
character.

Password must contain at least 1 numeric
character.

Password must contaiat least 1 special
character.
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3.5 Configure Password Policy Settings

Important Notes:

A CKS 5STlLdzA G tFaag2NR t2fA08 /2y FAIdANI GA2y | LI
Groupsor OUs (at bottom of scrolling list of policy settings).

A Other polices Bow youto choose groupsr OUso which the policy applies arttie
groups or OUswhich are excluded from the policy.ou must apply the policy to at least
one group or OU if you configure the policy.

A The Default Password Policy Configuration edusr all new account creation.

A Policies areumulativejust like NTFS permissions. If a user is affected by 2 polices the
dzZaSNDa LI ad¢62NR Ydzad YSSi GKS NBIldZANBYSyiGa 2
differs between thepolicies the most restrictivesetting applies.

@ Default Password Pelicy Configuration

Previous Setting | | Mext Setting

O Not Configured Comment:
@® Enabled

) Disabled

Supported on:

Options: Help:

GEMERAL GUIDELIMES:

Policy Mame: | Default Poli
v il Both upper and lower case characters are included in alpha

Maximum password age (in days): 180 characters.

[#] Email Warnings of Passwerd Expiration The pelicy name is only used in the debug cutput to help
distinguish settings when multiple policies are present.
Minimum passwerd length (in characters):
SAP PASSWORD RULES:

Maxirmurm password length (in characters): Cannot start with an exclamation or question mark.
First three characters cannet all be the same.

[[] Reject similar passwords. Cannot contain a space in the first 3 characters

First 3 characters of password cannet appear in the same order in
Max matching char in old and new password: the username

Min different char in old and new password: INCLUDE AND EXCLUDE GROUPS AND OUs:

. . . =] Use semicolons to separate groups and/or OUs. Do not use double
Reject passwords that don't contain at least _g quetes fer group names that centain spaces.

of the following four character types:

Exclude groups take precendence over Include groups. Thus, a user
1. Lower Case (2-2) 3. Upper Case (A-Z) who is a member of both an include and an exclude group will be
excluded from the policy.

2. Numeric (0-9) 4, Non-Alphanumeric (e.g. L@, etc.)

Figure 35.1: nFrontPassword FilteMPE Default Password Configuration Policy.

Policy Description
Policy Name Default Value: Default Policy

This is the policy name that is m@ped in the
debug output. This setting is arbitrary and
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optional. If you wish to rename the policy namf
that appear in the group policy editor you must
edit the supplied Group Policy Templatdrpnt-
PassworeFiltermpe.adn).

* This setting only present in MPE versior|
Maximum password age (ohays): Valid Values: 365
Default Value: @turned off)

* This setting only present in MPE versior|
NOTE: The value set here cannot be greater th
the overall maximum password age for the
domain.

This parameter is read by tm#=rontPassword
Filter Pessword Expiration Service which will
F2NOS dzaSNR (2 a/ KIy3
their password is oler than the value set. A
setting of 0 means no aging is applied.

IMPORTANT NOTE: The age must be

less than or equal to the maximum

password age set for the entire

domain. You can verify the domain

maximum password age via the

command | ine (fAnet acc

IMPORTANT NOTE: For this setting to
be effective you must install the
separate nFront Password Expiration
Service on a domain controller

Email Notification of Password Expiration | Default Value: O

* This setting only present in MPE versior] Check this box to email warnings to end users
about upcoming password expirations.

IMPORTANT NOTE: For this setting to
be effective you must install the
separate nFront Password Expiration
Service on a domain controller.

Minimum password length (in characters)| Valid Values: 256
Default Value: 0

Controls minimum number of overall characters
in password.

Since you can have multiple policies you may
wish to have a different minimum character lim
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for different groups. ldeally passwords should
be at least 8 characters or more. Also, passwq
of more than 14 characters are not accepted by
Windows Terminal Services.

NOTE: This setting may conflict with
the minimum password length you

have established in the Default

Domain Policy.

Maximum password length (in characters

Valid Values: 256
Default Value256

Controls maximum number of overall character
in password.

Useful in environments with NIX systems or
mainframes where passwords of more than 8
characters are truncated or rejected. If you usg
aAONRaz2Fld { SNDAOSa T2
synchronization software you may wish to
impose your maximum limits here.

Reject similar passwords.

Vdid Values: O or 1
Default Value: 0 (not checked)

This policy is used with the next 2 settings to

SyadzaN®3 GKS 2fR IyR yS
AAYAT I NE 2NJ G2 SyadzNB
*This feature only works for password changes

made via the nFront Paword Filter client or via
the nFront Web Password Change portal.

Max matching char in old and new
password

Valid Values: 256
Default Value: O

This policy is used to select the maximum leng
of a character string that can be found in both t
old andnew password.

For example, if the old password is dogcat123
and the new password is tigerdog456 the new
password will be rejected if the max matching
OKI NI OGSNB A& o 2N S
used in both passwords.

Min different char in al and new passworg

Valid Values: 256
Default Value: O
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This policy is used to ensure the old and new
passwords are different by XX characteEach
character in the new password is compared to
every character in the old password. The new
password musta@ntain XX characters that were
not used in the old password.

wS2SO0id LI aasg2NRa af
<value> of the following 4 character types

1) Lower Case (a)

2) Numeric (89)

3) Upper Case (X)

4) Speciale.g.!,@,etc.)

Valid Values: 4@
Default Value: O

nFront Password Filter categorizes each chara
in the new password into one of the following
four categories:

1. numeric character

2. upper case character

3. lower case character

4. non-alphanumeric character

A 1 tells nFront Password Filterrieake sure the
new password contains characters from at leag
category. A 2 forces the new password to

contain characters from at least 2 categories.

This setting is provided for customers who wan
variation in the password complexity feature
provided by Microsoft.

Check for lower case characters in
password.

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for lower case characters within the new
password and make sure the number of lower
case baracters fits within the range specified.

Minimum Lower Case Characters Requiré

Valid Values: 256
Default Value: O

Defines the minimum number of lower case
characters that must be present in the passwor

Maximum Lower Case Characters Requir

Vald Values: @256
Default Value: 256

Defines the maximum number of lower case
characters that must be present in the passwor

Check for upper case characters in
password.

Valid Values: O or 1
Default Value: 0 (not checked)
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This policy tells nFront Passid Filter to check
for upper case characters within the new
password and make sure the number of upper
case characters fits within the range specified.

Minimum Upper Case Characters Requiré

Valid Values: 256
Default Value: O

Defines the minimum nundr of upper case
characters that must be present in the passwor

Maximum Upper Case Characters Requif

Valid Values: 256
Default Value: 256

Defines the maximum number of upper case
characters that must be present in the passwor|

Check for numericharacters in password.

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for numeric characters within the new passwor
and make sure the number of numeric charactg
fits within the range specified.

Minimum Numeric Characters Required:

Valid Values: 256
Default Value: O

Defines the minimum number of numeric
characters that must be present in the passwor

Maximum Numeric Characters Allowed:

Valid Values: 256
Default Value: 256

Defines the maximm number of numeric
characters that must be present in the passwor

Check for Special characters in password

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for nonalphanumeric characters within ¢hnew
password and make sure the number of ron
alphanumeric case characters fits within the
range specified.

Minimum Special Characters Required:

Valid Values: 256
Default Value: O

Defines the minimum number of nen
alphanumeric characters that must Ipeesent in
the password.

Maximum Special Characters Required:

Valid Values: 256
Default Value: 256
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Defines the maximum number of nen
alphanumeric characters that must be present
the password.

Check for spaces in password.

Valid Values: 0 or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for space characters within the new password
and make sure the number of space case
characters fits within the range specified.

** great setting for encouraging the use of
pasphrases

Minimum Spaces Required:

Valid Values: 256
Default Value: O

Defines the minimum number of space
characters that must be present in the passwor

Maximum Spaces Required:

Valid Values: 256
Default Value: 256

Defines the maximum number of spa
characters that must be present in the passwor

Check for alpha characters in password.

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for alpha characters (upper or lower case) with
the new pasword and make sure the number o
alpha characters fits within range specified.

NOTE: Alpha does NOT distinguish between
upper and lower case characters.

Minimum alpha Characters Required:

Valid Values: 256
Default Value: O

Defines the minimum numbesf alpha characterg
(i.e. upper or lower case) that must be present
the password.

Maximum alpha Characters Required:

Valid Values: 256
Default Value: 256

Defines the maximum number of alpha
characters (i.e. upper or lower case) that must
presentin the password.

Check for noralpha characters in

Valid Values: O or 1
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password. Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for nonalpha characters (numeric or special)
within the new password and make sure the
number of noralpha characters fits within rangg
specified.
Minimum nonalpha Characters Required:| Valid Values: 256
Default Value: 0

Defines the minimum number of nealpha
characters (i.e. numeric or special) that must by
present in the password.
Maximum nonalpha Characters Required| Valid Values: 256
Default Value: 256

Defines the maximum number of alpha
characters (i.e. numeric or special) that must b
present in the password.
Restrict special character set Valid Values: O or 1

Default Value: @not checked)

This policy tells nFront Password Filter to only
allow specific special characters listed in the
textbox below. Note that a space is a special
character.

Allowed special characters (up to 32) List allowed special characters here. No nfed
quotes or commas. Just type the characters in
the box. If you wish to include a space it would
be a good idea to include it between other
allowed special characters so it is obvious to th
viewer.

Enforce SAP passwordles Valid Values: 0 or 1

Default Value: 0 (not checked)

SAP PASSWORD RULES:
9 Cannot start with an exclamation or
question mark.
9 First three characters cannot all be the
same.
I Cannot contain a space in the first 3
characters
9 First 3 characters of password cannot
appear in the same der in the
username
Enforce Stanford password rules The password policy adopted by Stanford is a
length based password policy. The longer the
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* This setting only present in MPE versior|

password the fewer the character types requirg
9 Passwordsvith 8-11 characters require
lower, upper, numeric and special
characters.
9 Passwords with 1:25 characters require
lower, upper and numeric characters.
1 Passwords with 189 characters require
lower and upper characters.
Passwords with 20 or more characteesjuire
lower case characters

Reject passwords that contain vowels

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for vowels (a,e,i,o,u,y). If any vowels are found
the password is rejected.

Thismay be used to eliminate dictionary words.
A dictionary containing common sequences is ¢
recommended.

Reject passwords that contain 2
consecutive identical characters.

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFrontaBsword Filter to check
for 2 consecutive identical characters within the
new password. For example any password

O2ydFAYAYy3a all ¢ g2df R
Gl ¢ Fretfa gAGKAY GKS

Reject passwords that contain 3
consecutive identical charaate

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for 3 consecutive identical characters within the
new password. For example any password
O2yGFAYAY3A allFé& ¢2dz
al I I éwithinltheé password.

No more than 3 consecutive characters
from same char set

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for 3 consecutive identical characters from the
same character set withithe new password.
The character sets are upper, lower, numeric a
special (i.e. nomlphanumeric). Foexampleany
LI dag2NR O2y il AyAy3a a
great rule to prevent users from includingddpit
years in their password.
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Reject nonrASCII characters (i.e. foreign
language characters).

Valid Values: 0 or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for characters outside of the ASCII range of 32
126. This setting is typically used to dizail
foreign characters for many European custome
Password like freibier4i would be disallowed
when this setting is turned on.

Reject passwords without a character
between alpha characters.

Valid Values: O or 1
Default Value: 0 (not checked)

This polig tells nFront Password Filter to check
for a numeric character between 2 alpha
characters. The numeric charactenat

required to have an alpha character immediate
before or after it. An alpha character anywherg
before and anywhere after the numeritaracter
meets the requirement.

Reject passwords that begin with a numb

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for a numeric character at the beginning of the
password.

Reject passworddhat end with a number

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for a numeric character at the end of the
password.

Reject passwords that begin with a specis
character

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
for a special character at the beginning of the
password.

Reject passwords that end with a special
character

Valid Values: O or 1
Default Value: 0 (not checked)

This policy td#s nFront Password Filter to check
for a special character at the end of the
password.

Passwords must contain a numeric
character in position <value>

Valid Values: 256

Use this setting to require a numeric character
a specific position within thegssword. A O
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configures nFront Password Filter not to enforg
this policy.

Passwords must contain a special charag

in position <value>

Valid Values: 256

Use this setting to require a neadlphanumeric
character in a specific position within the

passvord. A 0 configures nFront Password Filtg
not to enforce this policy.

Passwords must contain special characte
before character number <value>

Valid Values; @56
Default: 0

Use this setting to require a neadphanumeric
character within a specified numer of characterg
at the beginning of the password.

Reject passwords that contain the

username.

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
see if the new password contains the usernamg
anywhee within it.

Reject passwords that contain any part of

the user's full name.

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to chec
see if the new password contains any part of th
dza SN a 7T dztad Display Same inA a G
WindowsADUC togl The full name of the user
parsed and broken into sections based on spag
in the full name field. Thus, the full name
GDS2NES t . dINRStfté¢ g2
GDS2NHBHS¢ YR até | yR
passwod. The check is cagesensitve, so

LI aag2NRa ftA1S a3aS2NH
would both be rejected.

NOTE: To avoid problems with the

middle initial, nFront Password Filter

does not compare any portions of the

Aafull nameo that are |
character s.

Reject passwords that contain 3
consecutive characters from the usernam

2 NJ dzia SNDa

F dzf €

VY S

Valid Values: O or 1
Default Value: 0 (not checked)

This policy tells nFront Password Filter to parse
0KS dzaSNYyIlIYS FyR dzaSN
to ensurethat no sequence of 3 consecutive
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characters from any component is included in t
password. This was a policy requirement with
large domain hosting provider.

Dictionary- reject passwords that contain
dictionary words

Valid Values: O or 1
Default \alue: 0 (not checked)

This policy tells nFront Password Filter to scan
password for any occurrence of the dictionary
line entry within the password (as opposed to
looking for an exact cagasensitive match).

example dictionary.txt
january

february

march

example passwords:
JANUARY1
123january
JaNuArYpw
January

JANuary

With the substring search enabled, all 5 of the
above passwords would be rejected.

With the standard dictionary check, only the lag
two would be rejected.

Dictionary Option check substitution
characters4=@,e=3, i=1,I=1,
0=0,s=9%)

Valid Values: O or 1
Default Value: 0 (not checked)

When checked the filter will check the passwor
for all combinations of each dictionary word thg
contains the substitution characters.

For example, if the word in the dictionary is
GLI adg2NRe GKS F2ftf20
password

p@ssword

pa$$word

passwOrd

p@$$word

pa$$word

p@SSword

Dictionary Option treat *' as wildcards in
dictionary file

Valid Values: 0 or 1
Default Value: 0 (nathecked)
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CKA& 2LIiA2Yy 3IAQPSa e2d
dictionary words as a wildcard where any numf
of characters could be used in place of the
wildcard.

For example if the dictionary contains the word
Gf SGFAyé GKS F2ff20AY]
rejected:

letmein

letusin

lethimin

letmechecktoseeificangetin

X

Skip dictionary check if password longer
than <value>

Default Value: 256

nFront Password Filter will skip any dictionary
checking and / or substring dictionary checking
for passwords greatehan the length specified
here.

Groups/OUs to which this policy applies:

Valid Values: group names or OU paths separd
with semicolons (max text length is 1024
characters)

Default Value: none

List global groups here that should receive this
policy.

IMPORTANT NOTE: The setting is not
present in the Default Password
Policy. The Default Password Policy
applies to all users and you can only
add exclusions.

ADVICE: Use the Default Password Policy for ¢
Domain UsersGenerallyjt will be your most
unredricted policy. Other policies will generally
provide more restrictive filtering to protect
groups that have access to sensitive network
resources.

Always deciddirst which groups should receive
the policy. Then ask if there are any users in
those groys who should not receive the policy.
If such users exist, you need to create a global
group for them and exclude that global group
from this policy.
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Group nesting is supported so if you have man
groups nested into 1 group you only need to lis
the 1 goup.

OU paths are supported. Please list the OU pg
Ay GKS T2N¥Y 2F ah!Tb,
is an OU branching from the domain and NY is
OU under NA. This is like an X.500 distinguish
name without the CN or DC components.

When an OU patis targeted all users in that OU
and any OUs under that OU are affected.

Apply this policy to users with neexpiring
passwords.

Valid Values: O or 1
Default Value: 0 (not checked)

If checked the policy will apply to all accounts
gAOK GKS GIND DELHNE a5 S

Groups/OUs EXCLUDED from this policy

Valid Values: global group names separated w
semicolons (max text length is 1024 characterg

Default Value: none

List global groups here that should be excludeq
from this policy. Many admistrators find it
helpful to exclude certain service accounts that|
may automatically change their passwords (e.q
SMS service accounts, Exchange 2003 service
accounts).

Exclude this policy from users with ron
expiring passwords.

Valid Values: O or 1
Default Value: 0 (not checked)

If checked the policy will be skipped for all
I 002dzyia ¢gAUGK GKS atl
set.

3.5.1 Notes on the dictionary checking features

The dictionary check feature uses a pltert file named dictionary.txt lodad in the

%SYSTEMROQOB¥stem32 directory. This file contains over 27,000 entries. You can edit the
file directly in any editor like Notepad (or any other text editor) to add or remove entries. The

file is in an ANSI format but you can save it in ANBhacode. If you edit the dictionary file,
you must manually copy it to the %systemrodsystem32 directory on each domain controller.

In the General Configuratigmolicy,e 2 dz Ol y G dzNYy 2y GKS 2LJWiA2Y
bSGf 232 yWeaggesNdhdng the dictionary file in the netlogon share to ensure

consistency among domain controllers such case, nFront Password Filter MPE will read the

dictionary.txt file from the local Netlogon share. Administrators can edit the dictionarifext f
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on any domain controller and the modified file will replicate to all other domain controllers
automatically. The negative to this approach is Netlogon is readable by alisensl and they

can see the dictionary file you are usingowever, you can odify permissions on the file to

disallow user access. The nFront product runs as a thread under the LSA process and under the
security context of SYSTENhe only permission needed3¥ STEMith read access to the file.

Likely you also want to includedministrators with Modify permissioor Full Contral

When dictionary password checking is enabled, the dictionary.txt file is scanned line by line and
compared with the new password proposed by the user. The nFront software will look for the
dictionary word anywhere within the password regardless of case.

Inapproximately 30r A f f AaSO2yRaY YCNRBYUG tlFadaag2NR CAf GOSN at

password does not match any of the 27,000 entries!

3.5.2 Notes on the dictionary character substitution feature

Turning on the character substitution feature can increase dictionary processing time depending
on the length and contents of the dictionary file. Each time the dictionary check routine
encounters a word with one or more substitution charactérsust calculate all possible
combinations of the charactersUsing our default dictionary of 27,000 words theari
system can process it in Bdilliseconds without character substitution and in 152 milliseconds
with character substitution.
Asshowd St 246> GKS g2NR dalLJ dag2NRE NBadzZ Ga Ay 7

password

p@ssword

pa$sword

passwOrd

p@$$word

pa$$word

p@SSword

If you wish to optimize dictionary checking and check for substitution characters it would be
best to preprocess your dictioary file and generate the substitutions you prefer to check.
{dzZlJL2 &S &2dz ¢l yld G2 dzaS (GKS F2ft2¢6Ay3a 62NRA
standard substitution characters):

password

company

internet

You could generate the substitutiofe each word and just use ostandarddictionary
checking option (without the substitution option turned on):

password

p@ssword

company

comp@ny

internet

Internet

Copyright © 208 nFront Security. All Rights Reserved.

o dzii



nFront Passwordilfer Documentation 46

Such customization allows you to directly select which characters you wish to substgntian
makes the dictionary checking routine faster since you haveppprilated the dictionary with
the exact words you wish to check.

3.5.2 Notes on the dictionary wildcard feature

The wildcard featurel§ictionary Option treat *' as wildcards in idtionary filg is a different
FLILINBF OK (2 RAOGAZ2YINER LINROS&aao LY Fyeé g2NR 02)
treated as a wildcard. Suppose the dictionary contains one word:

p*word

The following passwords would be rejected:
password
passsword
poorlychosenword

This feature would allow you to eliminate many variations not otherwise possible with standard
dictionary checking or character substitution. However, you must be careful because it could
eliminate words or phrases you have nateinded.

3.6 Configure Password Expiration Settings (MPE Only)

The Password Exptran Settings Policy (Figureg3l) can be used to control the Password
Expiration Service.

The nFront Password Expiration Service includes the ability to email ersdals®it upcoming

LI 3862NR SELANI GA2Yy&ad ¢CKS a2Fiol NB dzaSa GKS dza
user account. The software will not only email ersgérsabout their upcoming password

expirations but can also email a report to the admtirgitor which lists the configuration

settings, has a table afserswith upcoming password expirations and has a table of users

whose passwords have been expired during this run of the service.

Features:

A You can set a warning threshold such that useesratified XX days before the
password expirationThe warning threshold applies to all policies.

A You can control the timing of the service. We suggest running the process every 24
hours.

A You can customize the message to the end user (perhaps givingereisgrs an
AYUNYySG t20FrGA2y (2 0S dzaSR FT2NJ LI dag2NR OK
address, the subject and the body of the message.

A Emails to the end usean be sent in plain text or HTML. The default is HTML.

A You can customize theody of the email message to the end user. The following
variables may be used within the body of the message. When the email is sent the
correct information will be substituted based on the user account.

<%username%>
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<%firstName%>
<%lastName%>
<%daysUnliExpiration%>

A Emails to the administrator are sent using HTML for a better formatted report.

A You can run the system irreport only mode In report only mode an administrative
report is emailed. However, end users do not have their passwords expidadoan
email goes to the end usel¥ou receive a complete report of those with upcoming
expirations and a list of users whose passwords would be expired by the system.

A You do not have to create a MAPI profile. You simply specify an SMTP server name or IP
address and some parameters regarding the messaging.

A You can choose to email only certain groups of users because the choice to email
warnings is set on a per policy basis. So those on Password Policy 1 may receive
warnings and those on Password Policy@/mot.

@ Password Expiration Settings Pratreaing | | Next Setting

O Not Configured Comment:
@® Enabled

) Disabled

Supperted on:

Options: Help:

Password Expiration Service interval (in hours): The settings here affect the nFront Passwo!'d Expiration service. It
should be running on one DC in the domain,

Password expiration warning thresheld .
By default the service runs a a worker thread once per day. We
Firstwarning {in days) suggest you use a batch file to stop and start the service and
schedule it to run at a specific time of day.

Second warning (in days)
The warning threshold determines wheo gets notifications via email

Third warning {in days)
[w] Email administrative reports.
[+ Report Cnly Mode

[+ Generate Local HTML Leg

or at lagon (if using our client).

If the first, second or third warning are set to 0 the service will send
netifications each time it runs. If the intervals are set to non-zero
wvalues the service will only notify users that match the warning
interval. This can be used to notify a user up to three separate times
at a specific number of days before their password expires,

[w] Limit end-user emails to one per day IMPORTANT:

If Report Only Mode is checked the service can generate a local
SMTF Server |10.1.2.3 report and email an administrative report but it will not actively
netify users or medify their user account. If Report Only Mode is
net checked it can email users whe are within the warning threshold
no-reply@sxyzcompany.local and for users beyond the max password age it will ferce them to

Address frem which te send email warnings

w

| K || Cancel || Apply |

Figure 36.1: nFront Password Expiration Settings

The table below shows a list of configuration settings related to the Password Expiration
Settings section.
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Policy Description
Password Expiration Service Default Value: 2
interval (in hours) Min: 1

Max: 120

This controls how often endser emails and
administrative reports are generated.

Password expiration warning
threshold

Default Value: 14

This parameter corresponds to the number of da
in advance temailthe usera warningof an
upooming password change.

**|f you use the first, second, or third warning yo
must be sure this setting is set to the longest of
the warnings.

FirstEmailWarning(in days)

Default Value: 0
Min: 1
Max: 365

If set to a norzero value this will cause ¢h
expiration service to only send emails on the
warning intervakpecified. The value specified is
the number of days before password expiration.
You can specify up to three different warning da

SecondEmailWarning(in days)

Default Value: 0
Min: 1
Max: 365

If set to a norzero value this will cause the
expiration service to only send emails on the
warning interval specified. The value specified i
the number of days before password expiration.
You can specify up to three different warning da

ThirdEmailWarning(in days)

Default Value: 0
Min: 1
Max: 365

If set to a norzero value this will cause the
expiration service to only send emails on the
warning interval specified. The value specified i
the number of days before password expiration.
You can specify up to three different warning da

Report Only Mode

Default Value: checked

Uncheck this box to send emails to end users
about password expirations and expired
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passwords on those accounts overdue for a
password change.

Generate Local HML Log

Default Value: not checked

¢tKAA oAt 3ISySNI-éxfration ]
NB LJ2 NIi @ K (\Windédws dygtem3Ho§file©
directory. The file contains the body of the
message that is sent in the administrative email
report.

Limit enduseremails to one per
day

Default Value: not checked

This will prevent multiple password expiration
warning emails to an end user in the event of a
server or service restart.

SMTP Server

5STFldzZE GG +FfdzSY da&¢é

Specify the name or IP address of the SMTP se
you wish to use. This is required for any email
notifications to users or administrators.

SMTP Username

5SFldzf & I fdzSY a¢é

Can be used to specify credentials to authenticq
to an SMTP server for email.

SMTP Password

5SFldzAE G +IFfdzSY da¢

Can be used to sgify credentials to authenticate
to an SMTP server for email.

Email administrative reports

Default Value: 0

You can choose to skip the email of administrati
reports.

To: email address for emalil repor,

5SFl dzAE G +IFf dzSY da&¢

This parameter is requireiflyou wish to have the
administrative reports emailed to an individual o
department email address. After each run of
service, you will receive an email with a summat
of users with upcoming password expirations an
a list of passwords that have beenpé&ed during
this run.

From: email address for email
warnings

5S8SFldzE G +F fdz2SY a¢é

This is the email address from which the warnin
are sent. It can be a real or fake address depen(
on if you wish to allow and accept user replies tq
the email. This pameter is required if you wish
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to email users or administrators.

Subject of password expiration
warning message

5S8SFl dzE G +F fdz2SY a¢é

This parameter is optional. If left blank the user
NEOSA@®Sa |y SYFAE aidl |
t!'{{2hwb 2L[ ] 9 :canchafge {
the text to any 12&haracter string you would like

Password Expiration Email Body
Customization

IMPORTANT NOTHiis setting was removed in
release 6.2.0. You can now edit the plain text o
html file in the local system32 directory. The
filenames are nFrontEmailExpiration.txt and
nFrontEmailExpiration.html. The system will ser
the html version if it is present. If you prefer plai
text rename the html version and the plain text fi
will be used. You can customize both versions j
by editing the file.

Only send a test email

Default Value: 0

If you set this to a 1 and provide a test email
address the service will send the test email on
startup. This can be used to test customizations
the email subject or body without affecting
production users.Since no test username is
provided it will use a username of GBurdell with
full name of George Burdell. It also assumes th{
password expires in 10 days. If you have used
variables in your email template customization
they should reflecthis test username, first name,
etc.

Email address for test email

5S8SFldzE G +F fdzSY a¢é

Thisis the email to which the test message will b
sent. The test message will appear as it would f
an enduser on the network whose password
expires in 10 days.

3.6.1 Working with the nFront Password Expiration Service

When the service installs the service is not started and it defaults to a Manual Startup mode.
When you start theservice jt accomplishes its work in less than one or two secondsdeBult,

the configuration defaults to Report Only mode and we suggest you keep the setting checked
until you are ready to go live and actively email users. In the Report Only mode the service will

run all of its calculations and build a local logfile and / or entailthe administrative report.

You can then review the results and see what would have happened if it were not in Report Only

mode.

To test the expiratiorsettings,you simply restart the service. Be sure to run gpupdate /force
after you change any GRttings and then restart the service.
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BEST PRACTICE have the service run at a specific time of day we suggest you schedule the

following batch file via Task Scheduler.

p A ont
r

nfr
t i nf

ront

password expiration
passwar deexpicr o

ser vi

If you run the service via a batch file we suggest you set the Password Expiration Service Interval
to a longer interval than the time between runs of the batch file. For example, if you wish to run
the batch file daily then you should siie interval to 25 hours or more. That avoids a potential
issue with the service thread waking up to run again at the same time the batch file is restarting

the service.

3.6.2 Logging

When not in Report Only modée service generates two comnalimited logfiles. The files
are located in the twindows system32logfiles directory. We suggest you copy the files to

FYy2G3KSNJ £ 201 GA2Y
Excel or other spreadsheet programs.

YR NBYLl YS

Bdow is information on each log file and excerpts from each:

A nFrontexpiredpw.log This file logs the accounts whose passwords have been expired
due to the policies configured in nFront Password Filter. It gives us the date and time

the account was expad, the account name, the age of the password (in days) at time of
expiration. The last two columns a successful or failed operation and an error code if

one was returned.

A5/ 15/ 216:57437 0,0t est 7500 ,00s4du6coc e ©s f u
A5/ 15/ 216:57437 0,0t est 7 541600 ,00successful o

A nFrontexpiringsoon.log This file maintains an tip-date listing of passwords that will

GKS SEGSyarzy

g2

expire in the nexXX days (where XX days is the warning interval you have configured

via nFront settings).
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3.6.3 Example Administrative Report

Subject: nFront Password Expiration Report

HTML Body:

© ¢ DFront Security

Where Security & Solutions Intersect™

52

nFront Password Expiration Report

DATE OF RUN:112016 500:00

Settings:

Service Interval (in hours) 25
SMTP Server

Warning Threshold 15
Email at specific intervals 1
Warning 1 15
Warning 2 7
Warning 3 1
Report Only 1
Email Admin Report 0
Limit Emails 0
Email lengtibased password aging ust 0

Last Email Day 12

Users with upcoming password expirations:

testl none

testb none 1 15 no
fred fred@nFrontSecurity.col 1 15 yes
bob bob@nFrontSecurity.cor 1 13 no

Users with passwordsxpiredduring this run:

testl00 john.doe@nFrontSecurity.corm 90 PASSWORD EXPII
test101 jane.doe@nFrontSecurity.corr 90 90 PASSWORD EXPII
testl02 jane.smith@nFrontSecurity.co 117 90 PASSWORD EXPII
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3.6.4 Example Email to End-User:
Subject: YOUR PASSWORD WILL EXPIRE SOON

Body:
Your Windows password will expire in 7 days.

You can ¢ hange your password before the expiration date to avoid
additional password expiration emails. If you do not change your
password before the expiration date you will be prompted to

change your password prior to logon on the day of expiration.

3.6.5 Customizing the email body and using variables

In release 6.2.0 the method to customize the email body has changed. In prior releases
customization was done via GPO. Now it is much easisn it is now possible to send HTML
emails as well as plain text eitsgaln cAwindows system32 are the following two files:

nFrontEmailExpiration.html
nFrontEmailExpiration.txt

You can directly edit these files and modify the messaging as needed. The expiration service will
always attempt to read the HTML versionthé HTML version is not present it will use the plain

text version. If you wish to use plain text we suggest you simply rename the HTML version in
case you wish to use HTML in the futureu can simply add a .old extension or any other

method to changetie name.

You can use the following variables in your custom message:

<%username%>
<%firstName%>
<%lastName%>
<%daysUntilExpiration%>

Here is the default HTML file:

<html>

<body>

<p>

Your Windows password will expire in <%daysUntilExpiration%> days.
</ p>

<br/>

<p>

You can change your password before the expiration date to avoid

additional password expiration emails. If you do not change your

password before the expiration date you will be prompted to change your
password prior to logon on the day of exp iration.

</p>

</body>

</html>
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Here is the default plain text file:

Your Windows password will expire in <%daysUntilExpiration%> days.

You can change your password before the expiration date to avoid
additional password expiration emails. If you do not ¢

password before the expiration date you will be prompted to change your
password prior to logon on the day of expiration.

hange your

After making any modifications to the templates you will likely want to send a test email. You
can easily dothisby confadzNER G KS Dth (G2 ahyteé aSyRrR |
address. These settings are at the bottom of the Password Expiration Settings policy. If you
configure these parameters, the service will send a test email when started. It wigut t
service in ReportOnly mode even if that is not configured via GPO. This will prevent the service
from sending any emails to the end users. You can experiment with modifications to the email
templates and repeatedly test by restarting the service withdisruption to production users.

dSaid

@ Password Expiration Settings ey | | Next Setting

O Mot Configured ~ Cemment:
® Enabled

) Disabled

Supported on: Supported on Windows 2002 and above

Options: Help:

you use a batch file to stop and start the service and schedule it to run
at a specific time of day.

From: email address for warning emails

The warning threshold determines wheo gets notifications via email or

You do not have to modify the email subject or body if the default
subject and email body are acceptable. The GPC help pane shows the
default subject and bedy of the email sent to end users.

You can customize the email subject line below.

Subject of password expiration warning email

You can customize the email body by editing
nFrontExpiratienEmail.himl or nFrontExpirationEmail. tit in the
windows\system32 directory on the server running the nFront Password
Expiration Service,

[] ©nly send a test email. Do not email users or administrators,

Email address for test email testuser.accounﬂ@gmail.com

at legon (if using our client).

If the first, second or third warning are set to 0 the service will send
notifications each time it runs. If the intervals are set to non-zero
values the service will only notify users that match the warning
interval. This can be used to notify a user up to three separate times at
a specific number of days before their password expires.

IMPORTANT:

If Report Only Mode is checked the service can generate a local report
and email an administrative report but it will not actively notify users
or maodify their user account. If Report Only Mode is not checked it
can email users who are within the warning threshold and for users
beyond the max password age it will force them te change password at
next logon.

EXAMPLE EMAIL TO END USER

| CK || Cancel || Apply

Figure 3.6.2: Password LengBased Aging settings
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3.7 Optionally configure Password Length-Based Aging Setting

Password LengtBased Aging is a feature introduced wigtease 6.1.0. It allows you to
enforcedifferent maximum password aggettingsbased on the length of the passworBlease

note the overall windows maximum password age must be equal to or greater than the longest
age set within the nFront software.

[ Password Length-Based Aging

Previous Setting ‘ ‘ MNext Setting

O Mot Configured ~ COMment: B
® Enabled
O Disabled hd
Supported on: [ ]
|
Options: Help:
[#] Email Warnings of Password Expiration | ¥ These settings may be used to force users with shorter passwords to |~
change passwords more often. Length-based aging uses up to 4
Settings for nFrontExpirationGroup: different groups (nFrontExpirationGroup1...nFrontExpirationGroupd).
During a password change users are added to one of the groups
Password length: _E based on the length of their password. When a user is a member of
one of the groups the corresponding maximum password age will
Password Max Age: _ apply. If 2 useris a member of multiple peolicies or groups the most

restrictive setting will apply.
Settings for nFrontExpiraticnGroup2:

Password length:

Password Max Age:

Settings for nFrontExpiraticnGroup3:

Password length:

Password Max Age: 180

<[]

Figure 3.7.1: Password LengBased Aging séihgs

To use thigeature,you must create the following 4 groups.
nFrontExpirationGroupl
nFrontExpirationGroup2
nFrontExpirationGroup3
nFrontExpirationGroup4

> I >

The groups can be created anywhere in the AD. The groups are populatessaiittames
basedon the length of password chosen by the user. The nFront Pas$tedwill place users
into the correct group based on your settings

You must also have the nFront Password Expiration Service.MSI (or x64 version) installed on one
of your domain contrdérs.
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You can use up to 4 differenapsword lengths. Each length has a corresponding maximum age
that will be enforced for password greater or equal to that length (unless a longer length is
defined with a greater maximum age)

Suppose we have thelfowing 4 settings:

Password Length | Password Max Age
nFrontExpirationGroupl | 8 60
nFrontExpirationGroup?2 | 12 120
nFrontExpirationGroup3 | 16 180
nFrontExpirationGroup4 | 20 365

If a user changes to a password with 8 to 11 characters their maximum paksag®will be 60
days. If they select a password that isITBRcharacters they can keep the password for up to
120 days. If the password is-16 charactersthe maximum password age will be 180 days. If
the password is 20 characters or more it may bptkup to 365 days.

You can enter the length and age in any order you wish. The system will automatically sort the
lengths and corresponding ages and determine the ranges for a specific maximum password
age.

Once this feature is activatetie 4 groyps above will populate with users as they change their
passwords. Using the example, nFrontExpirationGroupl will contain all users who have selected
passwords thaare 8 to 11 characters long and nFrontExpirationGroup4 will contain users who
chose passwals of 20 characters or more.

3.8 Optionally configure nFront Password Filter Client Setting

For detailed information on the optional client see SectiorC@nfiguration of this policy is not
necessary for the nFront Password Filter Client to workontains settings related to the
display of a custom message to the end user.
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E nFront Password Filter Client s | | Next Setting

() Not Configured Comment:
(®) Enabled

) Disabled

Supported on: Supported on Windows 2003 and above

Options: Help:

[] Display custom palicy message. The nFront Passward Filter Client automatically shows the password rules |~
and displays detailed reasons for passwerd change failure. You may add a
Enter custom message to present to user before password change custom message in addition to or in lieu of the rules that automatically

| display.

For efficiency the default operation of the filter is to skip the dictionary
[[] Display anly custom policy message. check unless the password meets all other requirements, Alse for
efficiency the filter will stop checking the dictionary once a match is
found. You can override both of these behaviors in this GPQ. You may
consider doing so if you experience users repeatedly getting rejected due
to including different dictionary words.

0O Always check the dictionary, even if other requirements are not
met.

[] Check the entire dictionary. Do not stop on the first match.

If you wish to add the password strength meter you will need to use a
separate GPO that targets workstations with the client options template
loaded.

Figure 3.8.1: nFront Password Filter client settings

You can choose to:

Display a custom message to the amskr in addition to our default message.
Display a custom messagaly

Always check the dictionary

Check the entire dictionary

= =4 =4 =9

If you customize the message you will need to enter it into the GPO textbox as a single line of

text. The textbox will accept up to 2048 characters. It is advised to type the message you wish

to present into Notepad or your text editor of choic€o add carriage returns to the custom

YSaal 3\& dpadSh (K 2 dzi G KS R2 dzo t Sifypurdne §@edthd & | OF NNXR |
message into Notepad you can simply replace the real carriage retitimshe double

backslashes and collapse all the text onto one line. Then you can easily paste the line into the

GPO textbox.

Thg custom message would also display inrtReont Web Password Changeoduct. The
SEIFIYLX S 0St2¢ aK29gaa8KE2UIKNNILIESa a2 NBlI aS§a06KBE8 | RR
displayed. To learn more abonEront Web Password Changésit our company website.
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Password Change

Powered By:
@ OFront Security

Your new password must meet the following critena:

- password cannot repeat any of vour previous 3 passwords

- password must contain at least 12 characters

- new password cannot match more than 4 characters from old password.
- must contain at least 1 numeric characters

- cannot contain your username

- cannot contain any part of vour full name

Username: [ joesupport ]
Old Password: [ ]
New Password: [ ]

Figure 3.8.2: nFront Web Password Change displaying requirements

¢KS aSaidAay3a (2 alteoleai@ESCYIANSE RAOQUAZYI NBE 5y
bypass some efficiencies in the dictionary checking routine. By default, the filter does not check

the dictionary unless all other requirements are met. Also, it will not check the entire dictionary

if a match is foud. The client will display multiple reasons for failure. However, if the password

contains a dictionary word and does not meet other rules the client will display the rules which

are not met but will not indicate the password contains a dictionary wdfrgou configure the

aeaiasSy 2 alfglea OKSOl GUKS RAOUGAZ2YINERBE AU oAff
complete error message in cases where the password contains and dictionary word and violates

other rules.

When the dictionary is searctehe filter will stop searching when a dictionary word is found
within the password. If the password contains multiple dictionary words it can be frustrating to
the user to not list all dictionary words causing the failure. We added the feature to tieeck
entire dictionary to provide the user with a list of up to 5 dictionary words contained within the
password. The feedback is limited to 5 worasvoid display issues with the client feedback.
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3.9 Force immediate update of the group policy

Group policies update every 90 minutes plus or minaninuterandom offset for clients.
The Domain Controller policies replicate every 5 minutes. If you cannot wait five minutes or you
are testing in a lab environment and need immediate replication, aeammand window and

type:
gpupdate /force

This will have the effect of immediately propagating our new policy settings throughout the
domain.
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4.0 Uninstallation Instructions

4.1 Delete the nFront Password Filter GPO

Your GPO settings for nFront Rased Filter should be in a dedicated GPO and not part of any
other policy. In this way you can delete the GPO with the nFront Settings to remove the
configuration data. You may do this using GRM@GDU®N Windows 2003) Below are
instructions fortGPMC,

Launch GPMC and navigate to Domesa®main name®Group Policy Objects (not the Domain
Controllers container). Find the GPO for the nFront configuration and delete it. You will be
prompted with a message informing you that all GPO links in this dowidlibe removed as
well. Just answer Yes to rer®the GPO and the link to the®ainControllers container.

NOTE: BECAUSE OF REPLICATION, YOU ONLY NEED TO PERFORM THIS STEP ON ONE DOMAIN
CONTROLLER
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5L File Action View Window Help

e s 8| Xa HE

r.__ﬂ Group Policy Management nFront F
A 1& Forest: lab12.nfrontlabs.local [:
4 55 Domains S'i:ﬂDE B
4 ';"j lab12.nfrontlabs.local Links
2/ Default Domain Pelicy Display link
t- 21 Domain Controllers The fallow!
B 2] Member Servers -
e -
4 [ = Group Policy Objects i
=] Default Domain Controllers Policy
=/ Default Domain Policy
= nFront Length Based Password Policy
=[ nFront Member Server Policy
| =/ nFront Password Filt=

=f Pictures Edit...
I [ WMI Filters GPO Status
[.> i:ﬁ Starter GPOs Back Up...
b [ Sites
ﬁ? Group Policy Modeling Restore from Backup..
{4 Group Policy Results Irport Settings...
Save Report...
View
Mew Window from Here
Copy
| Delete
| Rename

Figure 4.1.1: Deleting thaFront Password Filtepolicy.

Do you want to delete this GPO and all links to it in
this demain? This will not delete links in other

domains.

Figure 4.1.2Deleting thenFront Password Filtepolicy.
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IMPORTANT NOTE: If you simply need to quickly disable nFront Password Filter ,
youcan si mply turn on the setting to fibypass password fi
Configuration policy andt  hen uninstall and reboot at your convenience.

4.2 Run Uninstallation

Go toStart + Control Panel + Program&ninstall a program UnirstallnFrontPassword Filter

At the end of the uninstallation routine you will be prompted for an optional rebotdu do not
have to reboot at that time. The uninstallation removes the filter engine and supporting
services. At that point the software is not operational. A reboot is needed to remove the base
DLL that is locked by the OS.
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5.0 Verifying your Registration of nFront Password Filter

If you have purchasedFrontPassword Filteryou will receive an email with a registration code.
The registration code must be entered irttte nFrontPassword Filtegroup policy.

IMPORTANTThe registration code contasrgroups of capital letters and numbers separated by
dashes. It must be entered exactly as emailed or printed on the box label (all capital letters with
dashes).

1. Launch GPMC and navigate to Domedd®main name¥Domain Controllers. Right
click thenFrort Password FilteMPEpolicy you created and click the Edit button.

2. From the Group Policy Window select Computer Configuration + Administiiaine +
nFrontPassword FiltefFigure 5.0.1 Doubleclick GeneralConfiguration and select the
checkboxo @ ¢ dzZNy 2y RS0 dz3)3 Sejea OK to dosei@eNgal p 1 dH
Configuration dialog box. Doubtdick the Registration policy. It should already be
enabled. If not, please Enable the Registration policy. Enter the registration code that
you were gnt via email or the one that agars on the box label (Figure 5.0.3The
code must be typed using capital letters and the code must include the da¥loes.
must also enter the annual maintenance code that you received with the purchase.
Click OK to obke the Registration dialog bokinimize the Group Policy editor.

File Action View Help
e nE =z H= T
=[ nFront - v 6.2.4 [DC120.LAB12.NFROMTLABS.LOCA | Setting State
4 i Computer Configuration |i=| Default Password Policy Configuration Enabled
4[] Policies |i=| Password Policy 1 Configuration Mot configured
F -_\—j Software Settings \iz| Passwerd Policy 2 Configuration Mot cenfigured
b 'l:l Windows Settings |i=] Passwerd Policy 3 Configuration Mot cenfigured
a [ ﬁ!.fiministrative Templates: Policy defini |i=| Password Policy 4 Configuration Mot configured
b '_\—:I Control Panel \i=| Password Policy 3 Configuration Mot configured
b '_—:I Network . |i=| Password Policy & Configuration Mot configured
g ::r:;r:spasmord Filter - MPE \i=| Password Policy 7 Configuration Mot configured
B Server \i=| Password Policy & Configuration Mot configured
[ Start Menu and Taskbar |i=| Password Policy @ Configuration Mot configured
b [ System \i=] General Configuration Enabled
b [ Windows Components |i=| Password Expiration Settings Mot configured
4 [ Classic Administrative Templates (A |i=| Password Length-Based Aging Mot configured
| nFront Password Filter - MPE || nFront Password Filter Client Mot configured
__':_‘ All Settings iz Compliance Settings Mot configured
p [ | Preferences |i=| Registration Enabled
b 4 User Configuration

Figure 5.0.1nFrontPassword FilteGroup Policy
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@ General Configuraticn

Previous Setting ‘ ‘ MNext Setting

) Not Configured Comment:

(®) Enabled

() Disabled

Supported on:

Opticns:

Help:

[w] Turn on debugging
[] Read dictionary.txt from Metlogon share,

Bypass filtering for passwerds longer than

i o

v Leg usernames when long passwords are
bypassed.

Skip dictionary check if password longer than

|255

Bypass Password Filtering (Do not reject any
passwords)

] Allow password resets to bypass filter

[] Do not report status information to the registry

rilis] ek bbb s

This policy contains general settings that apply globally.

Turn on debugging to generate a debug file
(vsystem32\logfiles

front-password-filter-debug.te) for each password change.
The file overwrites with each password change.

Bypassing filtering for leng passwords can be helpful to avoid
problems with Exchange 2013 Health Mailboxes. Exchange
autemates the creation of users with 128 character passwords
that may not meet your policy requirements. We
recommend you skip filtering for passwords longer than 100
characters.

Use the Bypass Password Filtering to skip all nFront Password
Filtering. This is helpful if you have to temporarily disable
nFront Password Filter. This may be needed when upgrading
software that autormates password changes using a password
that will not meet your requirments.

OK || Cancel || Apphy

Figure 5.0.2Turn on debugging
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[Z] Registration

Previous Setting ‘ ‘ MNext Setting

) Mot Configured Comment:
®) Enabled

() Disabled

Supported on:

Opticns: Help:

Registration Code Please _register Fhis software with your registra.tion an.d mqintenance
code given at time of purchase or the evaluation registration and
|ABCDE—‘|2345—ABCDE—12345—ABCDE maintenance code emailed to you after your download. You do not
have to reboot to apply the new registration or maintenance code.

Annual Maintenance Code

Please send emailte licensing@nFrontSecurity.com if you have lost

|6621.C-6832H-GETMG-EOPT) your registration code.

Figure 5.0.3Enter RegistratiorCode (all CAPS, include dashes)

3. Rungpupdate /force to propagde the new policy settings.
4. Change the password on a test account.

TIP: Change the password from the command line.
Example: net usexusername> <password>

5. Inspect the %sytstemroot¥gystem32logfiled nfront-passwordfilter-debug.txtfile.
You should sethe following lines:

registered = 1
Annual Maintenance Code = <maintenance code>
Contract expires on <contract expiration date>

This line indicates thatFrontPassword FilteMPEis properly registered.
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6. Maximize the Group Policy editor. Remove tisbdugging by doubtelicking the
General 2y FA3dzNI GA2Y LIRfAOE YR NBY2@Ay3 GKS OKS
RSO0dzZZ33IAYy I e CKS LRtAOE gAff NBLIAOFGS Ay (K
immediate replication.

7. Close the Group Policy edito
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